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HAZOP

Chapter Contents

This chapter provides a basic overview of the hazard and operability analysis technique. It includes funda-
mental step-by-step instructions for using this methodology to identify possible deviations from normal
operations and for ensuring that appropriate safeguards are in place to help prevent accidents. Following
are the major topics in this chapter:

Summary of Hazard and Operability (HAZOP) AN@lYSis .........c.ccovvireriiieiiieeiiie e 10-5
Limitations of the HAZOP TeChniqQUE ............ccuviiiiiiiiii e 10-7
Procedure for HAZOP ANGLYSIS .........ccooiuuiiiiiiiiiie e e e 10-8
1.0 Define the SYStem OF QCHVILY .........ccovvuviiiiiiiieiieeceeeee ettt e e e e e ae e e e e e e eens 10-9

2.0 Define the problems of interest for the analysis ...............ccccueeeeiiiiiiiiciiiccc e 10-13

3.0 Subdivide the system or activity and develop deviations ...............cc.cccoooevviiiiiiiiiiiiciieeeee. 10-15

3.1 Guidelines for defining sections for a HAZOP analysis.............ccccccvveeeviieeiieeciieceieeeee. 10-16

3.2 Develop credible deViations ..............cccuiiiiiiuiiiiieiiee e 10-20

3.3 Develop HAZOP WOTKSNEELS .......cccouvvviiiiiiiiiieeeeee e 10-23

4.0 Conduct HAZOP TQUIBWS ......cccouuieieeeieeee et 10-25

5.0 Use the results in decision MakKing .............ccc.eeeiiiiieieieiieiiee e 10-30
Related Techniques for Evaluating Human Error (Guide Word Analysis) ...........cccccoooveeviiiiiiinieeeeenn... 10-31

See an example of a hazard and operability analysis in Volume 4 in the Hazard and
Operability Analysis directory under Tool-specific Resources.
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Hazard and Operability Analysis

Potential Potential
Accident* Accident*

Deviation Deviation
2 4
— —

Normal Operations

Deviation 2 Deviation 2
1 3

Potential Potential *If applicable
Accident * Accident * safeguards fail

Guide Word + Process Condition = Deviation

“Less” + “Flow” = “Low Flow”

Summary of Hazard and Operability (HAZOP)
Analysis

The HAZOP analysis technique uses a systematic process to (1) identify
possible deviations from normal operations and (2) ensure that appropriate
safeguards are in place to help prevent accidents. The HAZOP technique
uses special adjectives (such as “more,” “less,” “no,” etc.) combined with
process conditions (such as speed, flow, pressure, etc.) to systematically
consider all credible deviations from normal conditions. The adjectives, called
guide words, are a unique feature of HAZOP analysis.

Brief summary of characteristics

* A systematic, highly structured assessment relying on HAZOP guide words
and team brainstorming to generate a comprehensive review and ensure
that appropriate safeguards against accidents are in place

* Typically performed by a multidisciplinary team
* Applicable to any system or procedure
* Used most as a system-level risk assessment technique

* (Generates primarily qualitative results, although some basic quantification
is possible

Most common uses

* Used primarily for identifying safety hazards and operability problems of
continuous process systems, especially fluid and thermal systems

* Also used to review procedures and sequential operations
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Limitations of the HAZOP Technique

m Requires a well-defined system or
activity
m Time consuming

m Focuses on one-event causes of
deviations

Limitations of the HAZOP Technique

Requires a well-defined system or activity. The HAZOP process is a
rigorous analysis tool that systematically analyzes each part of a system or
activity. To apply the HAZOP guide words effectively and to address the
potential accidents that can result from the guide word deviations, the analy-
sis team must have access to detailed design and operational information.
The process systematically identifies specific engineered safeguards (e.g.,
instrumentation, alarms, and interlocks) that are defined on detailed engineer-
ing drawings.

Time consuming. The HAZOP process systematically reviews credible
deviations, identifies potential accidents that can result from the deviations,
investigates engineering and administrative controls to protect against the
deviations, and generates recommendations for system improvements. This
detailed analysis process requires a substantial commitment of time from both
the analysis facilitator and other subject matter experts, such as crew mem-
bers, engineering personnel, equipment vendors, etc.

Focuses on one-event causes of deviations. The HAZOP process
focuses on identifying single failures that can result in accidents of interest. If
the objective of the analysis is to identify all combinations of events that can
lead to accidents of interest, more detailed techniques should be used. One
example would be fault tree analysis, explained in Chapter 11.
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Procedure for HAZOP Analysis

2.0 Define the 3.0 Subdivide the
1.0 Define the problems of system or activity
system or activity interest for the and develop
analysis deviations
y
5.0 Use the results | ¢ 4.0 Conduct
in decision making HAZOP reviews

Procedure for HAZOP Analysis

The procedure for performing a HAZOP analysis consists of the following five
steps:

1.0

2.0

3.0

4.0

5.0

Define the system or activity. Specify and clearly define the bound-
aries of the system or activity for which hazard and operability informa-
tion is needed.

Define the problems of interest for the analysis. Specify the
problems of interest that the analysis will address. These may include
health and safety issues, environmental concerns, etc.

Subdivide the system or activity and develop deviations.
Subdivide the system or activity into sections that will be individually
analyzed. Then apply the HAZOP guide words that are appropriate for
the specific type of equipment in each section.

Conduct HAZOP reviews. Systematically evaluate each deviation for
each section of the system or activity. Document recommendations and
other information collected during the team meetings, and assign respon-
sibility for resolving team recommendations.

Use the results in decision making. Evaluate the recommendations
from the analysis and the benefits they are intended to achieve. The
benefits may include improved safety and environmental performance or
cost savings. Determine implementation criteria and plans.

The following pages describe each step in detail.

Procedures for Assessing Risks
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1.0 Define the system or activity

m Intended functions
m Boundaries

1.0 Define the system or activity

Intended functions. Because all HAZOP analyses are concerned with
ways in which a system can deviate from normal operations, clearly defining
the intended functions for a system or activity is an important first step. It is
important to clearly document this step for the HAZOP analysis.

Boundaries. Few systems or marine activities operate in isolation. Most are
connected to or interact with others. By clearly defining the boundaries of a
system or activity, analysts can avoid (1) overlooking key elements at inter-
faces and (2) penalizing a system or activity by associating other equipment
or operations with the subject of the study. This is especially true of bound-
aries with support systems, such as electric power and compressed air, or
boundaries with other vessel activities, such as cargo loading and unloading.
It is also important to clearly define the extent to which support systems will
be analyzed.

Example

The figures on the next two pages define the boundaries for a HAZOP analy-
sis of fuel barge filling operations at small marine terminals. The procedure
that follows describes the intended transfer operation.

Procedures for Assessing Risks 10-9
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Because the team chose not to address the barge mooring operation in
preparation for filling, this analysis assumes, as an initial condition, that the
barge is already moored and waiting for filling to begin. The team listed the
following typical steps for performing a barge filling operation:

1. Check the physical position of the barge for alignment with the facility
equipment

Check that the barge is properly secured
Review and complete the Document of Inspection (DOI)
Make the hose connections

Agree (dockman and tankerman) to begin the transfer

A A T

Open valves and start the pump (if needed) to begin the transfer at a slow
flow rate, allowing the tankerman to check for proper filling and avoiding
splash filling into an empty tank

7. Adjust valves and the pump for the full flow rate agreed upon by the
dockman and tankerman

8. Adjust valves on the barge as necessary to control filling of the various
tanks on the barge. Do this to avoid overfilling, to protect the integrity of
the vessel as the load changes, and to achieve the proper trim for the
subsequent transit.

9. Adjust valves and the pump for “topping off” each of the tanks at a slow
flow rate to avoid overfilling

10. Shut off the pump (if used) and close valves. Close valves closest to the
storage tanks first so that liquid can drain into the barge, leaving the
piping and hose mostly empty.

11. Disconnect the empty hose on the barge side, allowing any residual liquid
to drain into the drip pan at the barge

12. Place a blank flange on the open end of the hose

13. Move the free end of the hose to the drip pan on the wharf, taking care
not to drip any product into the water

14. Complete documentation, including the Oil Record Book for the barge

The Coast Guard regulates these and other types of transfer operations under
the published requirements in 33 CFR 154, 155, and 156.

10-12 Procedures for Assessing Risks
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2.0 Define the problems of
interest for the analysis

m Safety problems
m Environmental issues
m Economic impacts

2.0 Define the problems of interest for the analysis

Safety problems. The analysis team may be asked to look for ways in
which improper performance of a marine activity or failures in a hardware
system may result in personnel injury. These injuries may be caused by many
mechanisms, including the following:

* Vessel collisions or groundings
* Drowning
* Exposure to high temperatures (e.g., through steam leaks)

* Fires or explosions

Environmental issues. The analysis team may be asked to look for ways in
which the conduct of a particular marine activity or the failure of a system
may adversely affect the environment. These environmental issues may be
caused by many mechanisms, including the following:

* Discharge of material into the water, intentional or unintentional
* Equipment failures, such as seal failures, that result in a material spill

* QOpverutilization of a marine activity resulting in a disruption of the ecosys-
tem

Economic impacts. The analysis team may be asked to look for ways in
which the improper conduct of a particular marine activity or the failure of a
system may have adverse economic impacts. These economic risks may be
categorized in many ways, including the following:

* Business risks, such as vessels detained at port, contractual penalties, lost
revenue, etc.

Procedures for Assessing Risks 10-13
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¢ Environmental restoration costs

* Replacement costs, such as the cost of replacing damaged equipment

A particular analysis may focus only on events above a certain threshold of
concern in one or more of these categories.

Example for the barge filling HAZOP

The project team defined the problems of interest for this analysis as:

* Qil spill into the water or onto the ground, outside of secondary contain-
ment, during a barge filling operation

* Fire or explosion involving the product during a barge filling operation

For this brief demonstration workshop, the team chose not to address other
possible consequences of interest, such as the following:

» Various types of injuries to workers not directly associated with the conse-
quences listed above. These injuries can result from physical hazards,
electrical hazards, thermal hazards, etc.

¢ Product contamination issues

* Equipment damage not directly associated with the consequences listed
above

10-14 Procedures for Assessing Risks
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3.0 Subdivide the system or activity
and develop deviations

Define sections
7

Develop credible deviations
1

Develop HAZOP worksheets

3.0 Subdivide the system or activity and develop deviations

Before the HAZOP team meets, the leader and scribe should conduct several
activities to help make the team meeting time more efficient. These pre-
meeting activities include the following:

Define sections. Sections are simply discrete parts of a process such as a
section of piping a tank, etc. The leader and scribe must divide the system
equipment into sections in order to properly apply the HAZOP technique. The
leader must balance two competing factors: (1) the HAZOP team may over-
look important deviations if the sections are too large and (2) the HAZOP
team will waste time examining the same issues repeatedly if the sections are
too small.

Develop credible deviations. Deviations are upset conditions compared
to normal operations. The structured approach of the HAZOP analysis is
accomplished by using special guide words. Deviations are derived in the
following manner:

Guide Word + System Parameter = Deviation

The type of system section, such as piping or tank, will determine the appli-
cable system parameters to be analyzed for that section. By combining guide
words with the applicable process parameter, the leader develops a list of
credible deviations to analyze during the study.

Develop HAZOP worksheets. The scribe is responsible for documenting
a significant amount of information during the study. Preparing specialized
worksheets before the meeting for each type of section and for the credible
deviations will help the scribe more efficiently organize the HAZOP informa-
tion collected during the meetings.

The following subsections describe these terms and steps in more detail.
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Defining sections

m Appropriate for the HAZOP objectives

m Small enough to avoid overlooking
deviations

m Consistent level of detail

3.1 Guidelines for defining sections for a HAZOP analysis

Three general considerations should guide the leader when dividing a system
into sections:

Define sections appropriate for the HAZOP objectives. A HAZOP
analysis investigating the potential for reportable material releases into the
waterway may require consideration of many more system sections than a
HAZOP analysis investigating material releases large enough to create long-
term chronic health risks.

Define sections small enough to include all important deviations.
It is far better to discover that a section has deviations that are the same as
another section than to miss an important deviation. Experienced leaders will
quickly recognize the unnecessary section and move the team on. Inexperi-
enced leaders will learn to recognize unnecessary sections, but by defining
small sections, they will be less likely to miss an important deviation, while
gaining experience as a leader.

Define sections at a consistent level of detail. The HAZOP leader
should not define every sample connection and instrument line as sections for
one part of a process, while defining a shoreside tank farm as a single section
elsewhere in the process. If the HAZOP objectives require sectioning the unit
to a certain level of detail, then that same level should be applied throughout
the analysis.

Dividing a system or activity into sections and selecting appropriate devia-
tions are interrelated activities. The suggested deviations for sections presume
these guidelines for sectioning have been followed. Specific circumstances
will dictate exceptions to these sectioning guidelines and to the guidelines for

10-16 Procedures for Assessing Risks
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selecting deviations. In most situations, following these guidelines will produce
process sections that can be thoroughly reviewed by the HAZOP team with a
minimum risk of overlooking important deviations. The guidelines are as
follows:

3.1.1 Beginning guidelines (for leaders with less experience)

* Define each major component as a section. Usually, anything in which a
fluid level is maintained should be considered a major component.

* Define one line section between each major component
* Define additional line sections for each branch off the main flow

* Define a section at each connection to existing equipment

3.1.2 Advanced guidelines

Experienced leaders will recognize that the beginning guidelines often produce
some “unnecessary” process sections. The following are supplemental guide-
lines that will help experienced leaders reduce duplication:

* Define only one section for equipment in identical service. The most
common situation is multiple pumps or heat exchangers. CAUTION:
Pumps in different service with a “common” spare must be treated sepa-
rately, and additional deviations such as misdirected flow must be consid-
ered. Usually, the HAZOP team must explicitly consider operation of the
common spare as a special operating mode if the common spare has
characteristics different from the pump it replaces. These characteristics
may include higher pressure, larger flow, etc.

* Define only one line section for a series of components if there are no
other flow paths. Line sections are necessary to cover deviations such as
the low or high temperature caused by a heat exchanger or the low or high
pressure caused by a pump. As illustrated in the figure below, only one line
section is necessary between the vessel and the on-shore storage tank.

Example line section

On-shore
storage tank
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* Define only one additional line section if there are alternate flow paths,
regardless of how many branches there are. However, add misdirected
and reverse flow deviations specifically for each branch. As illustrated in
the figure below, assuming flow through FV-1 is the desired path, define
Section B as the manifold with the following misdirected or reverse flow
deviations:

Misdirected flow from vessel to FV-2
Misdirected flow from vessel to FV-3
Reverse flow from FV-1 to FV-2
Reverse flow from FV-1 to vessel
Reverse flow from FV-2 to vessel
Reverse flow from FV-2 to FV-3
Reverse flow from FV-2 to storage tank
Reverse flow from FV-3 to FV-1
Reverse flow from FV-3 to FV-2

Reverse flow from FV-3 to storage tank

Example additional line section

T

ﬂ FV-3

FV-2

On-shore
storage tank

B Gy, S~

* Define line sections between major equipment items even if there are no
single active components, such as control valves, that could cause flow
deviations (high/low/no/reverse/misdirected). In circumstances like this,
you can usually skip those deviations because they are not particularly
meaningful; however, deviations such as high or low temperature, high or
low pressure, and contaminants are usually important.

Do not define process sections for existing equipment that is “upstream” of
new or modified equipment. Address malfunctions of such upstream equip-
ment as causes of deviations in the new or modified equipment. However,

this will usually require that the list of deviations for the first piece of new or
modified equipment be expanded.

10-18
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Example sections for the barge filling HAZOP

To facilitate the HAZOP analysis, the team divided the system into the follow-
ing three distinct sections:

* Section 1: Shoreside Transfer System. A line section from the
storage tanks to the barge’s piping manifold, including any pump stations,
shoreside flow control valves and isolation valves, and the transfer hose

* Section 2: Barge Transfer System Piping. A line section from the
transfer hose to the barge’s cargo tanks, including the barge’s manual
valves

* Section 3: Barge Cargo Tanks. A vessel section representing each of
the cargo tanks on the barge, including the tanks and associated gauging
devices

Procedures for Assessing Risks 10-19
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the guide

Develop credible deviations:

Guide Word + System Condition = Deviation

word approach

Guide Word

System Condition

No (not)

More (high, long)
Less (low, short)
As Well As

Part Of

Reverse

Other Than

Flow
Pressure
Temperature
Level

Time
Composition
... others ...

3.2 Develop credible deviations

Deviations are developed in the HAZOP technique by applying guide words
to system conditions. The following table lists the HAZOP guide words and

typical system conditions:

Guide Word

System Condition

No (not)

More (high, long)
Less (low, short)
As Well As

Part Of

Reverse

Other Than

Flow
Pressure
Temperature
Level

Time
Composition
... others ...

To help ensure thorough consideration of hazards, additional general devia-
tions are also applied, as shown in the following table:

General Deviations

Leak/Rupture

Sampling

Loss of Containment  Testing

Corrosion/Erosion
Relief
Reaction

Ignition Source

Maintenance
Startup
Shutdown

Service Failure

10-20

Procedures for Assessing Risks



HAZOP

"0} ‘Jualing ‘abejjop ‘Oneis ‘Hd ‘AlSoasI ‘uoleIuUaduUO) Sa|qelBA JI8Yl0

SoueUsjUIEN ea aimdn eo ainje
 — ‘umopinys | aunydny agny ol 1and od % l'ed |e1oadg
‘dnpelg aqnl [euss)xg [euss)xg HiN
piemyoeq esld _ YouAg Jo 1O 1se4 00| MO|S 00 paddoig paadg
}9g 10 g9\
aysoddop uonoy Awﬁmwwﬁucwv paddis yony 00| 3| oo da)g Buissipy 91Npad0.d
419pJQ 10 1IN0 Buoipn wam,_q uonoy ‘buo 00 ‘loys oo Jo paddpis ‘awil |
uonisodwosaq uolnoeay uoljoeay uoljoeay uoljoeay uonjoeay uoljoeay uonoeay
Buoipn apIS |ened Aemeuny MO|S ON :
uoneledag uondnuiayu| BuIxipyy BuIxipyy BuIxipyy
aseyd Buiweo Burxipy B9AISS80X] Jood ON uoneyby
aoeuaU| aoeuaU| [@A87 [@A87
- - ubIH MO ubiH MO Adw3 I9A97
uonelabual ainjeladwa] | aumesadws | Buizosi ainjesadwa |
-ony ubIH MO
wnnoe ainssald ainssald aJaydsowyy ainssaid
ybiH MO 0] uadp
[eLale sanundw| juaipalbu| |ejol ybiH [e]10] MO MO|4
MopEd BuoIp ‘Uonoa.IpPSIN BuissI|y ‘ejey ybiH ‘ajey Mo ON mold
ueyy os|v/ Buo Jioys auoN S9/qeLIeA
aS.I9A9Y oo |'syom sy| #oHed ‘YbIH ‘mo7 0N spioy ~S5920/d
‘alol ‘ssa7 ‘ON aping

opInY uoljeirnag dOZVH

10-21

Procedures for Assessing Risks



HAZOP

Example sections for the barge filling HAZOP

For each section, the team developed a list of possible deviations (off-normal conditions) that could
develop and cause consequences of interest. Consistent with the HAZOP analysis approach, the team
developed this list of deviations by combining “guide words” (essentially a standard list of adjectives)
with normal process parameters for sections of the system. The following table lists the deviations that
the team considered for each section and illustrates how the team developed the list.

Deviations for Each Section

Deviation Basis for Each Deviation* Section 1 Section 2 Section 3
High flow "More" + "Flow" X X
"Less" + "Flow"
Low/no flow "No" + "Flow” X X
Reverse flow "Reverse" + "Flow" X X
Misdirected flow "Other than" + "Flow" X X
High level "More" + "Level" X
"Less" + "Level"
Low/no flow "No" + "Level" X
High temperature "More" + "Temperature" X X X
Low temperature "Less" + "Temperature” X X X
High pressure "More" + "Pressure” X X X
"Less" + "Pressure"
Low pressure "No" + "Pressure” X X X
Contamination "Other than" + "Concentration” X X X
Leak/rupture "No" + "Containment" X X X

*Basis of each listed deviation is presented as "Guide Word"+"Process Parameter." Other combinations of
guide words and process parameters were considered, but only those combinations that were meaningful or
useful to the team are listed in the table.
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Develop HAZOP worksheets

m Section

m Intent

m Deviation

m Causes

m Accidents

m Safeguards

m Recommendations

3.3 Develop HAZOP worksheets

During the meeting, the scribe will document the HAZOP information on
worksheets. The following information will be documented for the HAZOP:

Section. Name of the section. This is usually documented by the leader and
scribe before the meeting.

Intent. The team will describe the design intent for the particular HAZOP
section being analyzed. Declaring this intent is important, because the re-
mainder of the discussion will focus on ways that the process can deviate
from this intent. An example of a design intent for a vessel unloading line may
be: "Transfers crude oil from vessel cargo tanks to the shoreside storage tank
using flow control.”

Deviation. Specific deviation that will be analyzed by the team
Causes. Credible causes for the deviation as postulated by the HAZOP team

Accidents. Ultimate accidents of the deviation as postulated by the HAZOP
team. These should correspond to the problems of interest that were defined
as an objective for the study.

Safeguards. Engineering and administrative controls that protect against the
deviations. These safeguards can either help prevent the cause from occurring
or help mitigate the severity of the accidents should the cause occur.

Recommendations. Suggestions made by the team to help reduce the risk
associated with specific issues if the team is not comfortable with the level of
safeguards that currently exist

The table on the following page includes an example HAZOP worksheet.
Completed HAZOP worksheets are presented later in this section.
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4.0 Conduct HAZOP reviews

m Introduce the team members
m Describe the HAZOP approach

m Conduct the analysis

4.0 Conduct HAZOP reviews

The systematic analysis process of the HAZOP technique is conducted in the
following manner:

Step 1. Introduce the team members.

Step 2. Describe the HAZOP approach.

Step 3. Identify Section 1.

Step 4. Ask the team to define the design intent of Section 1.

Step 5. Apply the first deviation to Section 1, and ask the team “What
are the consequences of this deviation?”

Allow time for the team to consider the system upset. Some
prompting may be necessary to get the discussion going.

If no accidents of interest are identified, go back to the begin-
ning of Step 5 and apply the next deviation. If there are no
credible accidents, there is no need for the team to investigate
causes or safeguards.

Step 6. After the team has exhausted its analysis of accidents, prompt
the team to identify all of the causes of the deviation.

Step 7. Identify the engineering and administrative controls that
protect against the system upset. Remember, these controls
can be either preventive (i.e., they help prevent the upset from
occurring) or mitigative (i.e., they help reduce the severity of
the accidents associated with the upset if it occurs).
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Step 8. If the team is concerned that the level of protection is not
adequate for the particular system upset, then the team should
develop recommendations to investigate alternatives. Level of
protection includes the number, type, and pedigree of the
safeguards.

Step 9. Summarize the information collected for this deviation.

Step 10. Repeat Steps 5 through 9 for the remaining deviations associ-
ated with this section.

Step 11. Repeat Steps 3 through 10 for the remaining sections.
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5.0 Use the results in decision making

m Judge acceptability
m Identify improvement opportunities

m Make recommendations for
improvements

m Justify allocation of resources for
improvements

5.0 Use the results in decision making

Judge acceptability. Decide whether the estimated performance for the
system or activity meets an established goal or requirement.

Identify improvement opportunities. Identify the elements of the system
or activity that are most likely to contribute to future reliability-related prob-
lems. These are the items with the largest percentage contributions to the
pertinent reliability-related factors of merit.

Make recommendations for improvements. Develop specific sugges-
tions for improving future system or activity performance, including any of the
following:

* Equipment modifications
* Procedural changes

* Administrative policy changes such as planned maintenance tasks, person-
nel training

Justify allocation of resources for improvements. Estimate how
implementation of expensive or controversial recommendations for improve-
ment will affect future performance. Compare the economic benefits of these
improvements to the total life-cycle costs of implementing each recommenda-
tion.
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Related Techniques for Evaluating
Human Error (Guide Word Analysis)

Errors Skip ngt Safeguards

Other More
than
As well as
Reverse
Out of
Less sequence
Consequences Actions

Related Techniques for Evaluating Human Error
(Guide Word Analysis)

Guide word analysis encompasses a group of techniques in which guide
words are applied to intended actions to identify and assess the significance
of human errors. One of the more common techniques is called worker and
instruction safety evaluation (WISE). More information on this specific
technique is described in Volume 4 of these Guidelines.

Most common uses

Guide word analysis can be integrated as a natural extension of traditional
task assessments or procedure development. Typically, the most critical
operations to assess for potential human error are those that are nonroutine
or new. A guide word analysis is performed before or during training or
retraining, so that the results of the analysis can be fed into the training in the
form of precautions, warnings, and troubleshooting guidelines. There may
also be recommendations to modify the human-machine interface or to
provide additional protection.
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Basic approach

The following flowchart illustrates the basic approach for performing a guide word analysis:

Select an <
action step
A
Explain the intention Repeat for all
of the action step action steps
yy
|
I
A |
Apply.the guide word to the Repeat for all
action step to develop |« . <
) - < guide words
meaningful deviations  [¥
.l
A
A
Examine losses associated| e
with the deviation, Develop Yes
assuming all protection action items
fails None
No
Y |
List all possible Is the risk acceptable
N based on losses, causes,
causes of the deviation :
and protection?
A
Identify existing
» safeguards against the
deviation

Example

The table on the following page includes example documentation of a guide word analysis.

Limitations
* Requires that the activity or procedure be well defined and documented
* [s rigorous and thus time consuming

* Requires trained personnel to conduct the study
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